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The evolution of data,

digital systgns
and control

The first enterprise computers were so expensive that
much like executive salaries, any one‘organisation could
only afford a few, and they had to be centralised. As the
cost of computing decreased, using a remote terminal to
run programmes on a central server started to make less

sense, and companies began using desktop machines.

Modems and the early consumer networks of CompuServe,

Prodigy, and AOL segued into the age of the Internet and
the World Wide Web, making it possible for information to

flow much more freely than ever before. But the way data

flowed — relying on userkgemmands and poorly configured

networks —made it'an ur?r‘e?i'.a,gle way to exchange

As the Web evolved, social networks and cloud-based
products challenged the effectiveness of using desktop
Operating System (OS) email and attachments to send

and receive information. In the IT world, the emergence of
cloud computing represented a synthesis of the old models
of centralised computing and the new models of innovation
and independence, fostered by an empowered workforce
and connected customers. But the data we'd structured,
and the security, stability, and speed of the networks it
travelled on had a lot of catching up to do. As clouds
become the norm, the way we conceive of innovation and
risk is changing. Almost any application or device can be
connected to the Internet, and vast pools and streams of
data have become key assets for both individuals

and companies.

At this point, creating a fixed technology infrastructure

or strategy just doesn’t make sense. Applications and
infrastructures are now being built with an agile mindset,
able to be adapted quickly to purposes not originally
conceived of by their coders. The cloud promises huge
potential for collaboration, and exponential increases in
value, speed, and efficiency, but brings with it an explosion

of potential risks and vulnerabilities.

‘Driverless cars and
biological, digital implants
are just the beginning’


http://bit.ly/1XM6csb  
http://bit.ly/1XM6csb  

We're beginning to look towards, and plan for, the next
evolution of data and computing — the cyborg age —

one that brings science fiction concepts like biological

augmentation and artificial intelligence into focus. Cyborgs,

short for cybernetic organisms, are a way of thinking about
a near future where the distinction between our human
selves and our digital selves becomes less clear. We're
already moving into this age. For example, think of how
much more capable we've become by using a smartphone
with mapping and translation tools during international
travel rather than paper maps and street signs. We're

even experimenting with previously unthinkable concepts
like implanting chips into our bodies and augmenting

our senses of sight, touch, and hearing with digital input.

‘creating a fixed technology
infrastructure or strategy just
doesn’'t make sense’

Driverless cars and biological, digital implants are just the
beginning of an era when digital technology could become
crucial for our survival and quality of life. As a culture,
we're largely unprepared for the legal, requlatory, and
social implications of this evolution. Technologically, there
are still many complex problems we must solve to make
technologies of convenience reliable and safe enough to
become technologies of survival. If we're going to move
into the future responsibly, and manage the risks that come
with these new opportunities well, we're going to have to
shift our ways of thinking about data, privacy, the nature of

business, and security.
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strictly assigned to specific
pplications, or even individuals, but is
across and between organisations.

"-'

Organisations are
evolving from discrete
entities into networks.

Digital value creation requires shared data, and
that means networked individuals and networked
organisations. Risk management can’t simply shut
off less secure systems, it must-adapisteinclude
them without comprom’fﬂ"hg core data security.
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Just ahead

In the next two to five years, entirely
new ways of storing, sharing, and
using data will require a major shift in

how enterprises think about identity,

value, and security.
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Here and now

During this first phase of digital data is secured against outside threats,

evolution, when data must move from  while allowing information to flow
one company to another, it goes from  to and from trusted partners. Then,
an application, through the OS to a IT managers control and allow access
storage device, out through networks  to certain zones of the network.

to another company’s device, through ~ Most organisations Usi'ng this mode
its OS and into a new application. The  of cybersecurity rely on these limited
points of vulnerability are somewhat Internal roles to design and manage
limited to a few key network ports. their cybersecurity strategy, and a few
Perimeter-based security requires work with managed service providers

engineers to create firewalls around to accomplish these goals, but such
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the organisation. Generalist CTOs perimeter—based'&%erm
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Here and now

Innovation debt is a critical element
of this equation. Deferred |nnovat|ons o

create a ‘debt’ when the time to

g
access those investments comes along

and they aren’t there to support new
offerings or reactions to competitors.
Meanwhile, ‘legacy debts’ around
older technologies arise as a talent

issue. For example, many companies




Here and now

PayPal is an early example of By offering tk

as a serV|_ce, and .Eé'“'
problems that are too cc
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Innovation in Security-as-a-Service
(SECaa$). It acts as an intermediary
solution for weak, perimeter-based
systems where sensitive data can’t

be secured. Over time, e-commerce

customers have shown they feel safe or restrictive need to secure individual

using PayPal to make purchases online, transactions or records.
even if the appearance and credentials

of a vendor site aren’t good enough

for them to feel comfortable directly

entering credit card information.

To talk to us about how to accelerate your
digital business with digital infrastructure

¥ Click here
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organisation to the increasingl

links between organisations for data _

exchange. Most companies will have to

share both customer and operational
data with other organisations as

part of larger, platform-based digital
offerings. For example, an insurance
provider may share data with
healthcare providers for better claims
management, with customer apps for
improved experience, or with

academic institutions for research.
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On the horizon

Ten or more years in the future, agile The edges of the organisation will

organisations who have mastered become increasingly less relevant as
the security of their systems will significant strategic partnerships form
have a competitive advantage, and between digitised companies. It's

will be able to selectively unlock and likely, however, that organisations who

extrapolate data for enormous societal take the lead in exploring new digital

and individual benefit. business models and offerings

To talk to us about how to accelerate
your digital business with cybersecurity

¥ Click here
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— autonomous vehicle companies,

for example — will become targets

for increasingly skilled cybercriminals.
These organisations will need new,
agile strategies for managing and
designing secure IT to manage the risks
that come with accelerated innovation

and evolution.

Gy
On the horizon

Significantly secured platforms and
APIs will continue to play a major

role in securing the exchange of data
to enable innovative new business
models. Technology decisions will

be made from a full-stack mindset,
not just around specific components,
and data will be in near constant
motion as it passes through the many
systems analysing it. Other emerging

technologies, which could be more

widely adopted for security and

identity management include: cyborg
or machine fingerprints, gestural and
behavioural signatures, and biometrics.
Much as social networks require one-

time granting of access between

parties (‘friending’ someone) and ‘

then let information flow freely
between those trusted parties,
machine-centric security (‘trusted
devices’) and transparent
authentication of users will allow for
effective security with less friction than

we experience now.
‘Technology
decisions will

be made from

a full-stack
mindset, not just
around specific
components’
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On the horizon

In a world where machines can make
decisions together — and grant access
to one another — information security
will require experts to keep those
machines healthy and safe. We’'ll also
need detectives and researchers who
can investigate threats, which may
not even involve a human perpetrator,
and architects who can design flexible
cybersecurity strategies to handle the
variety of human and machine actors
in the network, without restricting
the flow of data which makes

everything work.
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‘With a robust security infrastructure,
driverless cars promise breakthroughs
in automotive safety, speed, and
ecological sustainability’

ithe horizon

Jitised transport:

erless cars
N /
/

» n@d application of digital models

in the analogue world means that
unprecedented opport'h ties ar
possible, and with them comes :
types of risk. With a robust security
infrastructure, driverless cars prolrﬁiSe
eakthroughs in automotive safety,

speed, and ecological sustainability. |

As we venture further into an age of

mass orchestration of semi-

'1
|
|

automated or fully alitonomgus cars,
vuInerabiIi_tieSaQOL;fild expose not only
theicontents of arparked' &ar that

can be remotely Unlocked, but core
systems like braking, accelerati b
and steering. AIre'édy, mos mair
automakers have discovgr dli"gital
security issues in ’gheif'cbnnected cars,
which needed to be patched quickly

and remotely.
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On the horizon

loT: connected home

Platforms coming to market today such
as Nest and Apple’s HomeKit offer

to connect individual devices such as
utility meters and appliances to each
other, to the cloud, and to a single-
user interface. These platforms enable
opportunities for home-sharing,

lower security costs, and the potential
for savings through the highly
coordinated management of energy

and other resources.
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Having your car tell your air conditioner
to turn on shortly before you arrive
home from work, or gamifying

energy use across a neighbourhood

by sharing metrics from connected
appliances, could bring enormous
value to consumers and conservation
efforts. However, a home which can be
unlocked and relocked remotely

via the cloud, with dozens (or
hundreds) of virtual access points
connecting the home network and

any sensitive data it contains to the
cloud, will present an entirely new

cybersecurity issue for homeowners.

‘platforms enable
opportunities

for home-sharing,
lower security costs’

What's on
our horizon?

Cybersecurity makes it
possible to take smart
risks in the service

of exploring great
opportunities.

If cybersecurity is too restrictive or
generalised it can stifle the creation of
new digital value. Today’s IT leaders are
trying to choose between prioritising
innovation to protect market position
and the need to lockdown systems and

mitigate risk.

With the tools available in most
enterprises, these may seem to be

the only options. Modern security
infrastructures, howevé'lr:"can allow for
massive innovations and security'at
the same time. With the right timing
and investments, world-changing

innovation is possible.
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Middle East & Africa
Algeria * Angola
Botswana * Congo * Burundi
Democratic Republic of the Congo
Gabon * Ghana * Kenya
Malawi * Mauritius * Morocco
Mozambique * Namibia * Nigeria
Oman * Rwanda * Saudi Arabia
South Africa
Tanzania * Uganda
United Arab Emirates * Zambia

Asia
China * Hong Kong
India ¢ Indonesia * Japan
Korea * Malaysia
New Zealand * Philippines
Singapore * Taiwan
Thailand « Vietnam

Australia

Australian Capital Territory
New South Wales * Queensland
South Australia * Victoria
Western Australia

dimension &
data

Americas

Europe
Brazil » Canada * Chile

Austria * Belgium
Mexico * United States

Czech Republic * France
Germany * Hungary
Ireland -« Italy
Luxembourg * Netherlands
Poland - Portugal
Slovakia * Spain * Switzerland

United Kingdom

For contact details in your region please visit www.dimensiondata.com/globalpresence
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